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DATA PROCESSING ADDENDUM 

This Data Processing Addendum ("Addendum") is hereby incorporated into and made a part of the 
agreement to which it is attached ("Agreement") by and between Sonic Foundry International, B.V. 
("Sonic Foundry" or "Processor") and ____________________ ("Customer" or "Controller"), each a 
"Party" and collectively the "Parties". In the event of a conflict between the terms of this Addendum and 
the terms of the Agreement, the terms of this Addendum shall control with respect to such conflict. 

 WHEREAS, Customer determines the scope, purposes, and means of the processing of personal data 
subject to the Agreement; 

 WHEREAS, the services provided by Processor under the Agreement, as further described therein 
("Services"), involve the processing of such personal data on behalf of Customer; and 

 WHEREAS, the processing of personal data by Processor under the Agreement is subject to EU Data 
Protection Laws. 

 NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth herein, 
and for other good and valuable consideration, the receipt and sufficiency of which are hereby 
acknowledged, the Parties agree as follows: 

1. DEFINITIONS 

1.1. "Affiliate" means any entity that controls, is controlled by, or is under common control with a Party. 

1.2. "EU Data Protection Laws" means all laws, regulations, and other legal acts established by the 
European Union, the European Economic Area or their member states, Switzerland, and the United 
Kingdom, in each case, applicable to the processing of personal data under this Agreement. 'EU Data 
Protection Laws' includes, but is not limited to, GDPR and laws implementing or supplementing GDPR. 

1.3. "European Law" means all laws, regulations, and other legal acts established by the European 
Union, the European Economic Area, and their member states. 

1.4. "GDPR" means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC. 

1.5. "Sensitive Personal Data" means personal data: (a) revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, trade union membership, or the precise geolocation of a 
natural person; (b) relating to the inherited or acquired genetic characteristics of a natural person which 
gives unique information about the physiology or health of such person and which results, in particular, 
from an analysis of a biological sample from the person in question ("Genetic Data"); (c) resulting from 
specific technical processing relating to the physical, physiological or behavioral characteristics of a 
natural person, which allows or confirms the unique identification of such person, such as facial images 
or dactyloscopic data ("Biometric Data"); (d) relating to the physical or mental health of a natural person 
(including the provision of health care services) which reveals information about such person's health 
status; (e) concerning a natural person's sex life or sexual orientation; (f) subject to obligations of 
professional secrecy; (g) referring to actual or suspected criminal or administrative offences; (h) 
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concerning or revealing financial, bank or credit card accounts; (i) consisting of or revealing identification 
numbers specially protected by EU Data Protection Laws (e.g., national identification numbers); or (x) 
which could threaten serious harm to the rights or interests of natural persons if accessed, used or 
disclosed without authorization. 

1.6. "Sub-processor" means any third party engaged by Processor (or by any other sub-processor of 
Processor) that agrees to receive personal data from Processor for processing on behalf of Customer. 

1.7. The terms "controller", "processor", "personal data", "data subject", "processing" (and it 
conjugates, including "process" and "processed"), "personal data breach" and "supervisory authority" as 
used in this Addendum (in each case, regardless of whether such terms are capitalized or not, unless 
contrary to the context or meaning thereof) have the meanings ascribed to them in GDPR. 

2. SUBJECT MATTER AND SCOPE 
This Addendum applies exclusively to the processing of personal data that is subject to EU Data Protection 
Laws. To the extent that Processor will be processing personal data subject to EU Data Protection Laws 
on behalf of Customer in the course of the performance of the Services under the Agreement, the terms 
of this Addendum shall apply. The performance of the Services pursuant to the Agreement constitutes 
the subject-matter of processing of personal data by Processor. The nature, purpose and duration of the 
processing, and the categories of data subjects and types of personal data processed under the 
Agreement, are further specified in the Agreement. Processor shall,  at all times when processing personal 
data on behalf of Customer under the Agreement, comply with the terms and conditions set forth herein 
and all EU Data Protection Laws applicable to the processing of personal data under the Agreement. 

3. USE AND DISCLOSURE OF PERSONAL DATA 

3.1. Purpose Limitation.  Except as otherwise set forth in this Addendum, Customer shall determine the 
scope, purposes, and means by which personal data may be accessed and processed by Processor. 
Processor, and any natural or legal person acting under the authority of Processor who has access to 
personal data, shall only process personal data on behalf of and in accordance with the documented 
instructions of Customer for purposes of (to the extent necessary)  providing the Services and complying 
with any other documented instructions provided by Customer that are consistent with the terms of the 
Agreement (including this Addendum), unless otherwise required to do so by European Law to which 
Processor is subject. In the event that European Law may require Processor to process personal data other 
than as instructed by Customer, Processor shall notify Customer of such European Law requirement 
before processing personal data under the Agreement, unless such European Law prohibits such 
information on important grounds of public interest. Without limiting the foregoing, Processor shall 
immediately inform Customer if, in Processor's opinion, an instruction from Customer infringes EU Data 
Protection Laws. In any event, Processor shall process only the minimum amount of personal data 
necessary to provide the Services and perform its obligations under the Agreement. 

3.2. No Use for Incompatible Purposes.  Processor shall not duplicate or incorporate personal data into 
its own records or databases except as necessary for purposes of performing the Services and carrying 
out its other obligations pursuant to the Agreement. Neither Processor nor any of its employees, agents, 
consultants, assigns, or approved Sub-processors shall have any right to process for their own purposes 
or benefit any personal data. 
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3.3. Ownership of Personal Data.  The Parties acknowledge and agree that, as between the Parties, 
Customer is the sole and exclusive owner of all personal data processed by Processor in connection with 
the Services provided under the Agreement. 

3.4. Processor Determinations.  The Parties have entered into the Agreement to benefit from the 
expertise of Processor in securing and processing personal data for the purposes set out in the Agreement. 
Processor shall be allowed to exercise its own discretion in the selection and use of such means as it 
considers necessary to pursue such purposes, subject to the requirements of this Addendum. 

3.5. Controller Obligations.  Controller represents and warrants that it has all necessary rights to provide 
the personal data to Processor for the processing to be performed in relation to the Services. To the extent 
required by applicable EU Data Protection Laws, Controller is responsible for ensuring that any necessary 
data subject consents to such processing are obtained, and for ensuring that a record of such consents is 
maintained. Should such a consent be revoked by the data subject, Controller is responsible for 
communicating the fact of such revocation to Processor. 

4. CONFIDENTIALITY 
Processor shall treat all personal data processed hereunder as confidential information of Customer and 
shall ensure that all Processor employees, agents and approved Sub-processors engaged in the processing 
of personal data are informed of the confidential nature of such personal data. Processor shall further 
ensure that (a) access to personal data is limited to those employees, agents and approved Sub-processors 
performing Services in accordance with the Agreement (including this Addendum); (b) all such employees, 
agents and approved Sub-processors have committed themselves to confidentiality (or are under an 
appropriate statutory obligation of confidentiality); and (c) such confidentiality obligations survive the 
termination of their respective engagement by Processor. 

5. SECURITY 

5.1. Data Protection Program.  During the term of the Agreement, Processor shall implement and 
maintain at all times appropriate technical and organizational measures to ensure the processing of 
personal data meets the requirements of the Agreement (including this Addendum) and applicable EU 
Data Protection Laws, including technical and organizational measures to protect the security, 
confidentiality, availability and integrity of personal data (including protection against unauthorized or 
unlawful processing and against accidental or unlawful destruction, loss or alteration or damage, 
unauthorized disclosure of, or access to, personal data). Such technical and organizational measures shall 
include (as appropriate based on the risk to data subjects): (a) the pseudonymisation and encryption of 
personal data; (b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 
processing systems and services; (c) the ability to restore the availability and access to personal data in a 
timely manner in the event of a physical or technical incident; and (d) a process for regularly testing, 
assessing, and evaluating the effectiveness of technical and organizational measures for ensuring the 
security of the processing of personal data. In assessing the appropriate level of security account shall be 
taken in particular of all the risks that are presented by processing, for example, from accidental or 
unlawful destruction, loss, or alteration, unauthorized or unlawful storage, processing, access or 
disclosure of personal data. 

5.2. Security Amendments.  Where an amendment to the Agreement (including this Addendum) is 
necessary in order to execute a Customer instruction to Processor to improve security measures as may 
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be required by changes in applicable EU Data Protection Laws from time to time, the Parties shall 
negotiate an amendment to the Agreement in good faith. 

6. PERSONAL DATA BREACHES 

6.1. Notification of Personal Data Breaches.  Processor agrees to notify Customer promptly and without 
undue delay of any actual or reasonably-suspected personal data breach impacting the processing of 
personal data subject to the Agreement. In the course of the foregoing notification to Customer, Processor 
shall provide to Customer, as feasible, sufficient information for Customer to assess the actual or potential 
personal data breach and make any required notification to any supervisory authorities within the 
timeline required by EU Data Protection Laws. Such information may include, but is not necessarily limited 
to, (a) the nature of the personal data breach, and the categories and approximate number of data 
subjects and personal data records affected; (b) the likely consequences of the personal data breach, to 
the extent consequences are able to be determined; and (c) any measures taken to address or mitigate 
the personal data breach. 

6.2. Final Determination.  Customer will decide on the basis of all available information and EU Data 
Protection Laws if the incident will be considered a personal data breach under EU Data Protection Laws 
and arrange for notification to data subjects and/or supervisory authorities if required by EU Data 
Protection Laws or deemed prudent by Customer. 

6.3. Assistance in Event of Personal Data Breach.  In the event of a personal data breach relating to the 
personal data processed under the Agreement, Processor agrees to reasonably assist and cooperate as 
instructed by Customer with any internal investigation or external investigation by third parties, such as 
law enforcement, through the provision of information, employees, interviews, materials, databases, or 
any and all other items required to fully investigate and resolve any such personal data breach and provide 
all information necessary to provide required notifications. Processor agrees to take such remedial actions 
as the Parties mutually agree is warranted, such agreement not to be unreasonably withheld by Processor. 

7. RIGHTS OF DATA SUBJECTS 
In the event Processor receives a request from a data subject to exercise such data subject's rights under 
EU Data Protection Laws, Processor agrees to promptly notify Customer of such request and follow 
reasonable instructions by Customer, subject to any requirements under EU Data Protection Laws. 
Without limiting the foregoing, Processor shall assist Customer using appropriate technical and 
organizational measures, insofar as this is possible, for the fulfilment of Customer' obligation to respond 
to requests for exercising the data subject's rights under EU Data Protection Laws. 

8. DATA PROTECTION ASSISTANCE 

8.1. Data Protection Impact Assessments; Prior Consultation.  Processor shall reasonably assist 
Customer, taking into account the nature of processing and the information available to Processor, in 
ensuring compliance with the obligations under EU Data Protection Laws relating to data protection 
impact assessments and prior consultations with supervisory authorities which may be required in 
connection with the processing carried out under the Agreement. 

8.2. Notification of Inspection.  Processor agrees to promptly notify Customer of any inspection or audit 
by a supervisory authority concerning compliance with EU Data Protection Laws to the extent related to 
the Services provided under the Agreement. 
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9. CROSS-BORDER TRANSFERS 

9.1. Customer hereby authorizes Processor to transfer personal data to Processor's Affiliates in the 
United States to the extent such affiliates are certified to the EU-U.S. Privacy Shield Framework. Except as 
set forth in the previous sentence, Processor shall not transfer any personal data to a country outside of 
the European Economic Area without an adequate level of protection without express written approval 
from Customer, unless otherwise required to do so by European Law to which Processor is subject. In the 
event that European Law may require Processor to transfer personal data to such a country other than as 
authorized by Customer, Processor shall notify Customer of such European Law requirement before 
transferring personal data, unless such European Law prohibits such information on important grounds 
of public interest. 

9.2. To the extent that Customer or Processor are relying on a specific statutory mechanism recognized 
under EU Data Protection Laws to lawfully transfer personal data to a country outside of the European 
Economic Area and such mechanism is subsequently modified, revoked or held in a court of competent 
jurisdiction to be invalid, Customer and Processor agree to cooperate in good faith to promptly terminate 
the transfer or to pursue a suitable alternate mechanism that can lawfully support the transfer. 

10. SUB-PROCESSORS 
Customer acknowledges and agrees that (a) Sonic Foundry's Affiliates may be retained as Sub-processors; 
and (b) Sonic Foundry and Sonic Foundry's Affiliates respectively may engage third-party Sub-processors 
in connection with the provision of the Services. Where Processor engages a Sub-processor pursuant to 
this Section 10, Processor shall (a) enter into a written contract with such Sub-processor that imposes the 
same data protection obligations of Processor under this Addendum on such approved Sub-processor, 
and in particular, the obligation to implement appropriate technical and organizational measures in such 
a manner that the processing will meet the requirements of EU Data Protection Laws; and (b) supervise 
the Sub-processor's compliance with such written contract. For any new Sub-processor(s), Sonic Foundry 
shall provide notification of such new Sub-processor(s) before authorizing such new Sub-processor(s) to 
process personal data in connection with the provision of the applicable Services thereby giving Customer 
the right to object to the use of such new Sub-processors. Sonic Foundry shall remain fully liable vis-à-vis 
Customer for the performance of any Sub-processor(s) that fails to fulfil its data protection obligations. 

11. RIGHT TO AUDIT 
Processor shall make available to Customer all information necessary to demonstrate compliance with 
Processor's obligations and allow for and contribute to audits, including inspections, conducted by 
Customer or another auditor mandated by Customer. In furtherance of the foregoing, at the request of 
Customer, Processor shall demonstrate the measures it has taken pursuant to this Addendum and shall 
allow Customer to audit and test such measures. Customer shall be entitled on giving at least 14 days' 
notice to Processor to carry out, or have carried out by a third party who has entered into a confidentiality 
agreement with Processor, audits of the Processor's premises and operations as these relate to the 
relevant personal data. Processor shall cooperate with such audits carried out by or on behalf of Customer 
and shall grant Customer´s auditors reasonable access to any premises and devices involved with the 
processing of personal data. Processor shall provide Customer and/or Customer's auditors with access to 
any information relating to the processing of personal data as may be reasonably required by Customer 
to ascertain Processor's compliance with this Addendum. Each Party shall bear their own expenses in 
relation to such audits. If Processor is found to be in breach of the terms of this Addendum and such 
breach is capable of cure, Processor will have fifteen (15) days to the cure the breach. If the breach is not 
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cured within fifteen (15) days or is incapable of cure, Customer has the right to immediately terminate 
the Agreement, including any applicable statements of work thereunder, without penalty. 

12. RETENTION; RETURN/DESTRUCTION 
Processor agrees to retain personal data processed on behalf of Customer under the Agreement for only 
so long as necessary to perform the Services thereunder, unless otherwise required under European Law. 
Upon termination of the Agreement, upon Customer' written request, or upon fulfillment of all purposes 
agreed in the context of the Services whereby no further processing is required, Processor shall, at the 
discretion of Customer, either delete, destroy or return all personal data to Customer and destroy or 
return any existing copies thereof. Processor shall notify all third parties supporting its own processing of 
personal data of the termination of the Agreement and shall ensure that all such third parties shall either 
destroy the personal data or return the personal data to Customer, at the discretion of Customer. 

13. MISCELLANEOUS 

13.1. Effect of Violation.  Failure to comply with any provision of this Addendum shall constitute a 
material breach of the Agreement. 

13.2. Interpretation.  For purposes of this Addendum: (i) the term 'Agreement' (as defined in this 
Addendum) includes any exhibits, schedules, appendices, statements of work, or other attachments made 
part of or incorporated into the Agreement; (ii) the words "include", "includes", and "including" shall not 
be limiting; (iii) the word "or" is not exclusive; and (iv) unless the context otherwise requires, references 
in this Addendum to Sections refer to the sections of this Addendum. 

13.3. Counterparts.  This Addendum may be executed in counterparts, each of which shall be deemed an 
original, but all of which together shall be deemed to be one and the same agreement. A signed copy of 
this Addendum delivered by facsimile, e-mail or other means of electronic transmission shall be deemed 
to have the same legal effect as delivery of an original signed copy of this Addendum. 
 

IN WITNESS WHEREOF, the Parties have executed this Addendum as of the Effective Date set forth above. 

[CUSTOMER ENTITY] 

By: __________________________________ 

Name: _______________________________ 

Title: ________________________________ 

Date: ________________________________ 

SONIC FOUNDRY 

By: __________________________________ 

Name: _______________________________ 

Title: ________________________________ 

Date: ________________________________ 

 


